INTERNET, 
INTRANET 
OR NETWORK 
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OR NETWORK 



(EXTERNAL DATA) 



INCOMING 
REQUESTS 



AGENT OUTGOING 
REQUESTS 



AGENT INCOMING / 
RESPONSES 



NODE OUTGOING 
REQUESTS 



NODE INCOMING 
RESPONSES 

W 

OUTGOING 
RESPONSES 



RevBot APPLICATION 
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CONTENT 
CHANGE ARBITER 



RULES CHANGE 
ARBITER 



RULES APPLIER 




[ACCESS CONTROL & DENY \ 



A NOTIFICATION AGENTl 

* ...j T — < 



CHSTORY RLE) 



CONTENT 
VALIDATOR 




j NODE PROCESSOR 



F/a J 



INTERNET, 
INTRANET, 
OR NETWORK 



INCOMING 
REQUESTS 



AGENT OUTGOING 
REQUESTS 



AGENT INCOMING / 
RESPONSES 



NODE OUTGOING 
REQUESTS 



NODE INCOMING 
RESPONSES 



RevBot APPLICATION 



NOTIFICATION AGENT 




OUTGOING 
RESPONSES 
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8th 9th 
GRADE LEVEL 



PARENTAL (SUPERVISORY) SETTINGS: 



CONTENT_SCORING_BY=GRADE LEVEL 
MINIMUM_RANGE=8.0 
MAXIMUM_RANGE=9,0 
DIVISIONS=10 



r/a & 



CLIENT OR ITS AGENT MAKES 
A REQUEST EOR WEBSITE 
CONTENT 



CLIENT'S REQUEST TRANSMITTED 
TO WEBSITE ACROSS NETWORK 



ARE THERE RULES 106 
THAT DO NOT INVOLVE 
CONTENT ? 



CONTENT 
ACCESS 



YES 



-205 



WEBSITE'S RevBot USES PARSER 
102 TO EXAMINE INCOMING REQUEST 
101, DETERMINES WHETHER IT IS FOR 
ACCESSING OR CHANGING CONTENT 
OR FOR CHANGING RULES 



ACCESS CONTROL & DENY 

LOGIC 107 USES RULES 
APPLIER 105 TO DETERMINE 
TYPE OF ACCESS 



ACCESS 
DENIED 
EVENT 



CONTENT 
CHANGE 



RULES 
CHANGE 



| SEE FIGUReU] I SEE FIGURE~I2 



ACCESS NOT 
i DENIED 



ARE THERE RULES THAT 
DO INVOLVE CONTENT ? 



ACCESS CONTROL & DENY LOGIC 
107 SENDS REQUEST FOR 
CONTENT TO WEBSITE 



WEBSITE ALLOWED TO SEND 
CONTENT BACK TO CLIENT 
IN OUTGOING RESPONSE 109 




WEBSITE SENDS CONTENT TO 
CONTENT VALIDATOR 108 
AND ITS SCORER 119 



CONTENT VALIDATOR 108 
EVALUATES CONTENT 



ACCESS CONTROL & DENY 

LOGIC 107 USES RULES 
APPLIER 105 AND CONTENT 
VALIDATOR 108 TO DETERMINE 
TYPE OF ACCESS 



WEBSITE 


ALLOWED 


TO SEND 


FILTERED 


CONTENT 


BACK TO 


CLIENT IN 


OUTGOING 


RESPONSE 




109 





RETURN MESSAGE IN OUTGOING 
RESPONSE 109 EXPLAINING REASON 
FOR DENIAL OF ACCESS 



CONTENT VALIDATOR 108 
SENDS CONTENT BACK TO 
CLIENT IN OUTGOING RESPONSE 
109 WITH ENHANCEMENTS 



NOTIFICATION AGENT 111 LOGS EVENT PASSED THROUGH 
BY ACCESS CONTROL & DENY LOGIC 107 IN HISTORY FILE 110 
AND/OR TRANSMITS AGENT OUTGOING REQUESTS 112 TO NODES 
(e.g. SEARCH ENGINES, DATABASE SITES) REGISTERED IN NODE 
REGISTRATION FILE 115 BASED ON PRESET RULES 
SEE FIGURE 13, REFERENCE 250 
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CONSUMER LOCATES ONLINE USING 
MARKETING MATERIAL, SEARCH ENGINE, ETC. 



CONSUMER ATTEMPTS TO ACCESS FEE- BASED 
CONTENT ON PROVIDER'S WEBSITE 



CONTENT REQUIRES 
PAYMENT TO ACCESS 



JOJ- 



CONTENT HAS 
BEEN 
PREVIOUSLY 
AUTHORIZED 



CONSUMER USES THE INTERNET TO MAKE PAYMENTS AND OBTAIN 
AUTHORIZATION; PROCESS IS HANDLED BY RevBot ON NETWORK 
NODE (e.g. PROVIDER WEBSITE) 




JO 4- 



CONTENT IS ACCESSED ONLINE. EXAMPLES: 
MUSIC OR MOVIE PLAYS 
GAME ACTIVATES 
RESEARCH REPORT IS AVAILABLE 
GRAPHICS LIBRARY IS AVAILABLE 
SOFTWARE APPLICATIONS OPERATE 



WHEN CONTENT IS UPDATED, RevBots 
INFORM CONSUMERS AND UPLOAD NEW CONTENTS 
AND ACCESS KEYS. ALSO, CONSUMER CONTENT 
ACCESS CAN EXPIRE AND BE REVOKED. 



r/a 76 



CONSUMER OBTAINS CONTENT DISC IN MAIL 
OR AT RETAIL OUTLET, FREE OR FOR A NOMINAL CHARGE 



CONSUMER INSERTS CONTENT DISC IN COMPUTER OR OTHER 
PLAYBACK DEVICE AND ATTEMPTS TO ACCESS CONTENT 



CONTENT REQUIRES 
PAYMENT TO ACCESS 



J/J- 




CONTENT HAS 
BEEN 
PREVIOUSLY 
AUTHORIZED 



CONSUMER USES THE INTERNET TO MAKE PAYMENT AND OBTAIN 
AUTHORIZATION; PROCESS IS HANDLED BY RevBot ON NETWORK 
NODE (e.g. PROVIDER WEBSITE) 



J/4 

CONTENT IS ACCESSED ON DISC 
EXAMPLES: 
MUSIC OR MOVIE PLAYS 
GAME ACTIVATES 
RESEARCH REPORT IS AVAILABLE 
GRAPHICS LIBRARY IS AVAILABLE 




WHEN CONTENT IS UPDATED, RevBots 
INFORM CONSUMERS AND UPLOAD NEW CONTENT 
AND/OR ACCESS KEYS. ALSO, CONSUMER CONTENT 
ACCESS CAN EXPIRE AND BE REVOKED. 



